LEXINGTON

HEALTH NETWORK

Receiving an Encrypted E-mail Message

1. Someone from Lexington Health Network has sent you an email that was encrypted. This means
the email contained Protected Health Information or the sender wanted to secure that e-mail.

This was done to ensure Lexington Health Network Safe Guards our data. Follow the steps
below.

Encrypted email notification from Lexington Health Network
Encrypted email message from "= semms D I

This email contains a message or attachment that has been sent as an encrypted email from Lexington Health Metwork in order to ensure

the secure delivery of its contents. All content including any attachment sent will be embedded within a secure PDF in a second email after
registration. (If you are expecting any attachments, they will be attached within the password protected FDF, don't forget your PASSWORD)

To open the encrypted email, you are required to register with
our sure email system. During the registration process you need
to create a password. Once registered, you will receive another
email with a password protected PDF attachment, the password
created during registration is the password on the PDF

Click here or the link below to register.

hﬁns)!securema exingtonhealth.comireqister/001U2FsdG VX 18ho 6ntE1hg1Busiv

a. Please click the link to register with the Lexington Health Network e-mail Encryption Software.
2. Your e-mail address will be used as your login and should be populated below where you see
“Recipient Email Address”.
a. You will need to create a password. Please note this password will be used to unlock and read the

encrypted email sent to you now and for all additional encrypted emails sent to you. Please note the
password requirements

Set your password below to access secure emails you have been sent.

Email Address: Password Requirements:
@ Passwords must be 8-32 characters in length
) Passwords must be alphanumeric

Confirm password: () Passwords must match

Recipient Email Address
Password:

Password Recovery:

Password questions and answers must be unique. Answers must contain at least 2 characters.
Question 1: Please choose a question v
Answer:

Question 2: Please choose a question s

Answer:

b.  You will need to answer 2 security questions in case you forget your password.
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3. After initial registration, you will receive a password protected PDF that will contain the email
message and any attachments were sent in the original email. Click that PDF to open the

message and any included attachements, use the password created at registration will be used
when prompted to open the PDF.

Subject: Test Encrypted Email
- Message T mesddraia 5816.08-15-010921.pdf 377 KB)

Encrypted email notification from Lexington Health Network
Encrypted email message from " u® = 0 ORI

a. Enter your password in the Password box from Adobe Reader
Password L ——

I-_ ‘paul.knight_2016-08-15-0..." is protected. Please enter a Document Open Password.

Enter Password: ||

[ ok || cancel

4. Once the PDF is open you can do the following
a. Read the original email message and send secure response
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Test Encrypted Email

Send a secure } 1 Mon, 15 Aug 2016 00:42:44 +0000

= Attactypents 3
response. = N

| This is the bbdy of the original email that was sent and ultimately encrypted.

2 If you have any trouble, please contact our Help Desk at 630-458-4680

b. Open and Save any attachments
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fﬁ Search Attachments...

attachments.
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